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Analysis of bOtnet Countermeasures in IoT Systems 

The article analyzes the methods of countering botnets in IoT systems. Today, the Internet of Things 
has become a popular term to describe scenarios in which Internet connectivity and computing power are spread 
across a multitude of objects, devices, sensors, etc. 

The main concept of IoT is the ability to connect all kinds of objects (things) that a person can use in 
everyday life. These objects (things) must be equipped with built-in sensors or sensors that have the ability to 
process information coming from the environment, exchange it and perform certain actions depending on the 
received information. 

The current lack of standards for the protection of such autonomous networks somewhat slows down 
the introduction of the Internet of Things into everyday life, so there are numerous vulnerabilities in the rapidly 
growing field of IoT technologies, which are used all over the world. Information protection and confidentiality 
is one of the priority components when choosing a certain system. Therefore, without adequate confidence in the 
security and privacy of user data, the IoT system will be uncompetitive. 

The Internet of Things can cause huge changes in everyday life, bringing a whole new level of comfort 
to ordinary users. But if the elements of such a system are not properly protected from unauthorized intervention, 
with the help of a reliable cryptographic algorithm, they will bring harm instead of good, giving cybercriminals a 
loophole to undermine information security. 

Since devices with built-in computers store a lot of information about their owner, including the ability 
to know their exact location, access to such information can help criminals commit a crime. 

To date, the level of success of botnet countermeasures depends mainly on organizational and political 
general conditions. Given that the establishment of cooperation or diplomatic agreements takes time, it can be 
concluded that the establishment of appropriate relations that legitimize cooperation for joint action is not 
suitable as an ad hoc scheme to combat current attacks. 

The situation is aggravated, given that modern botnet infrastructures are not under the responsibility of 
a single entity. In contrast, distributed peer-to-peer networks operate worldwide, so shutting down local parts 
(often no more than single computers) is not an effective solution. In general, countermeasures that require close 
cooperation are generally unfeasible today for both technical and political reasons 

Experts believe that prosecuting botnet developers is unlikely to have a strong impact on the global 
threat. Instead, botnets need to be fought on a technical level. Proactive measures should be taken by joint efforts 
of international security groups together with pro-government structures. 
user, IoT system, botnet, information protection 
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